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Project Rationale & Goals

>Nowadays mobile device forensics has become a critical and high-demand investigative
capability desired by all law enforcement crime labs.

>Objective of this research: We aim at developing EviHunter to automatically analyze
and discover possible evidential data from mobile devices, as a 1st step on Android
devices, and are creating the largest app evidence database (AED) for law enforcement
and security communities.
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Table 1 Taint Propagation Rules

Simplified ART Platform

>We take Android app APK as input for Static EviHunter and report a list of

evidence (types, locations, and syntax/formats). For our dynamic EviHunter,

we modified Android ART platform to force the app going through the ART

interpreter and bypass the checking of trusted mirror class such that all the

java-based code are executed via the interpreter. Furthermore, the modified

ART alters the interpreter instruction handling procedures such that our taint

based analysis and propagation can be implemented, where our taint

propagation rules are summarized in Table 1.

Taint Tag Format

App Evidence Database (AED) and Evaluation Results

Summary and  Future Directions

We have prototyped EviHUnter tools. Some initial
success has been demonstrated in accurately
discovering evidentiary data from apps. We are
building (likely the largest) App Evidence Database
(expected over 8 millions of apps) via active large
app collections from over 50 app stores across the
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