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Animal Poaching: Washington State 17’

1+ felony charge & 1+ misdemeanor count



Mobile App’s Evidence: Animal Poaching
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Mobile Forensics Problems

. Given an app, what kinds of artifacts will be
collected and where will it be stored?

. After the app is updated, what are the
changes of the evidentiary data?

. What kinds of evidence stored in the
suspect’s device? Where they are?



App Evidence Database

App Evidence Database
App Package Name Evidence Location Evidence Type
com.app1 [data/data/com.app1/files/foo location, time
com.app1 /data/data/com.app1/databases/m.sqlite | browsing history
com.app2 /data/data/com.app2/app_goo/input text input
com.app2 /sdcard/Download/app2Calenda time

_
™

Suspect’s phone
file system image

Evidence Matcher

Forensic Analysis Report




Workflow of Updating AED
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App Crawlers Development

* 30+ App Markets: Google Play Store, ApkPure...

* Versions, MD5 hash, Permission list, Release
date ...

Aupexc Store _i,



Static Program Analysis: EviHunter

( Android APK (

App Program
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1. Obtain Android

Package(APK) file

2. Extract app’s code
3. Perform forward

analysis and apply
propagation rules

4. Output when reaching a

sink method(file system)

Chris Chao-Chun Cheng, Chen Shi, Neil Zhengiang Gong, and Yong
Guan, "EviHunter: Identifying Digital Evidence in the Permanent
Storage of Android Devices via Static Analysis," in ACM CCS 2018



Dynamic Program Analysis

( Android APK g-lnstall and run

;

Preprocessing:

Install customized Android OS
on device

f Modified Android OS y  For each app:
g e e 2 1. Install and run it on device
carried modified OS
Taint propagation File Path
{ Billes M Eoiipitatien } 2. Output when reaching a
- [ “ sink method (file system)

Output File Path
& Evidence Types Zhen Xu, Chen Shi, Chris Cheng, Neil Gong and Yong Guan, "A Dynamic
Taint Analysis Tool for Android App Forensics," in SADFE 2018




Real-world Apps Evidence (1)

App

Twitter
Instagram
FB Messenger
WhatsApp

WhatsApp

Evidence Location

/data/data/com.twitter.android/cache/.fcaches/fil
eStreamCacheDownloader/journal.tmp

/data/data/com.instagram.android/shared_prefs/
rti.mgtt.mqgtt_radio_active_time.xml

/data/data/com.facebook.orca/files/mobileconfig
/sessionless.data/0.mctable

/sdcard/Android/data/com.whatsapp/cache/SSLS
essionCache/157.240.2.53.443

/data/user/0/com.whatsapp/shared_prefs/registr
ation.RegisterPhone.xml

Evidence Type

Text Input
Location
Text Input
Location

Text Input




Real-world Apps Evidence (2)

8,690 Google Play Store apps
SharedPreferences is the most likely evidentiary file type.

Time is the most type evidence in file system.
Manual verification: 90% precision and 89% recall.

250

Number of apps

Il Al apps
B Apps with evidentiary data
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Number of downloads

Evidence Type | SQLite DB §f SharedPreferences § Ordinary File
Location 145 151
Time 33 43

Visited URL =~ 20 19
Text Input 166 186




Case Study: Airpush Ads (1)




Case Study: Airpush Ads (2)

Hourly Tracking

Table: |data . ‘1._, New

; o |

ecord | | Delete

. ki ngikuce At
1 42.028807561247724| -93.6487973149167612017-11-14 14:54:43
2| 42.02805419322512]  -93.6483011123577J2017-11-14 16:06:22
3| 42.02797634745975| -93.650560277733692017-11-14 17:46:16




Case Study: Airpush Ads (3)

* Traceback from the class:

docs.airpush.com

€ Cordova plugin Standard SDK - docs®
y - -

docs.airpush.com/

| <meta-data android:name="com.google.android.gms.version" android:

© <activity android:exported="false" android:name=

android:configChanges="orientation|screenSize"
| android:theme="@android:style/Theme.Translucent" />

h.com - Google Chrome

C © Notsecure|

Jex.php/Cordova_plugin_Standard_SDK

1lue="@integer

AdActivity"

| <activity android:name="com.yrkfgo.assxqx4.BrowserActivity"
E android: configChanges="orientation|screenSize" />



Case Study: Airpush Ads (4)

47,513 92.3% 301,266

Live Campaigns Fill Rate Live Apps

450 Million

Users 4 > 300K Apps

Source:https://airpush.com/about/



Conclusion

* First Android apps forensic evidence database.
e Save time and move fast in real-world cases.

* Up-to-date forensic analysis result of real-
world apps.



Android App Evidence Database (1)

i C | (® Not secure

Keyword;Chrome|

sdmay19-38.ece.iastate.edu

| Submit

App Name

ApkPure
ApkPure
ApkPure
ApkPure
GooglePlay
GooglePlay
GooglePlay
GooglePlay
GooglePlay

GooglePlay

App Name

google chrome: fast & secure Google LLC
chrome beta Google LLC
es chromecast plugin ES Global

web video cast | browser to tv (chromv InstantBits Inc
chrome nails Smartongroup

chrome river snap

living psychrometrics MICRI Consult
google chrome: fast & secure Google LLC
chrome dev Google LLC

iss an live: hd view earth live | chrome PoliLabs

Various sources

Developer

Page

Chrome River Technologies, Inc.

1

of 1

Package Version

com.android.chrome 72.0.3626.105
com.chrome.beta 73.0.3683.37
com.estrongs.chromecast 1.0
com.instantbits.cast.webvideo 446
smartgr.chrome.nails 1.3.3
com.chromeriver.crsnap 1.3.4
com.MicriConsult.Psychrometrics 17.0.0
com.android.chrome Varies with device

com.chrome.dev

com.polilabs.issonlive

Multiple versions



Android App Evidence Database (2)

Store App Name Developer Package Version Category

GooglePlay Harris Corporation PSPC com.harris.rf beonptt.android.ul Communication

GooglePlay zello ptt walkie taljie Zello Inc com loudtalks Varies with device Communication

Click to check its evidentiary data



Android App Evidence Database (3)

E Reackt App x

= C | ® Not secure ;dmay1 9-38.ece.iastate.edu
Keyword:pTT Submit

App Name

App Package Name Version File System File Path File System Evidence Types

com.harris.rf.beonptt.android.ui Varies with device [/data/data/com.harris.rf.beonptt.android.ui/ Location,DevicelD
com.harris.rf.beonptt.android.ui Varies with device <%unknown=logCatRestart.log
com.harris.rf.beonptt.android.ui Varies with device /data/data/com.harris.rf. beonptt.android.ui/




